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» Cyber risks - but only for others?
- Small market development
« Examples of damage

 Possible solutions
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DO YOU KNOW THAT?
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W An: Dr. Zilkens Stephan

Heute um 10:12 = .
&, Kundendienst 16:53
” An: Dr. Zilkens Stephan

VIRUS ERKANNT! Die letzte

Website hat dein Gerat mit einem Dr Stephan Zilkens, Ihr Paket

Virus infiziert. [ Bitte laden Sie die befindet sich im DPD

Antivirus-Anwendung herunter, um Distributionszentrum.

Viren von Ihrem Gerit zu entfernen

/

Avira Antivirus d p d
1
2 PAKET IN DER
VIRUS ERKANNT WARTESCHLEIFE
Warnung! Dr Stephan Zilkens ,
Wir haben festgestellt, dass Ihr System zu 27.5 % durch (35) Hallo Dr Stephan Zilkens ,
schadliche Viren von aktuellen Websites fir Erwachsene
beschadigt wurde
Bitte laden Sie die Avira-Anwendung herunter, um Viren von
Ihrem Gerét zu entfernen
Die letzte Website hat dein Gerat mit einem Virus infiziert Sie haben (1) ein Paket, das sich im
Driicke S jetat, it dem Repar: PR A i
e R Hprozess 2 DPD Distributionszentrum befindet.
Verwenden Sie lhren Barcode, um lhr

Paket zu verfolgen und zu erhalten.
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CYBER INSURANCE MARKET ZILKENS| FINE ART
A DECADE |N GERMANY INSURANCE BROKER

Demand
exceeds

supply

GDV wording

More providers:
Large differences
in cover

First contracts:

New product: Sum insured too
Do German low?

companies need a
Cyber insurance?

Water level:
* Many providers

* More demand
* Dangers are real
* Insurers are becoming more cautious

Many talks, no deals

2011 2021



CYBER ATTACKS ON THE RISE INTERNATIONALLY | Z/HRENSIEINE A%

IN GERMANY CONSISTENTLY HIGH AS IN THE PREVIOUS YEAR

Companies that reported at least one cyber Number of German companies that were victims of

attack .
at least one cyber attack in the last 12 months
60%
48%
43%
40% 38%
20%
I y
0%
2019 2020 2021
m [nternational = | don't knowNo attacksAts least one attack
Base: 5,181 professionals responsible for or involved in their organisation's cybersecurity strategy 4

Source: A study by Forrester Consulting on behalf of Hiscox, 2021/2022



ZILKENS  FINE ART
AVERAGE TOTAL CYBER LOSS COSTS ARE HIGHEST INSURANCE BROKER

IN GERMANY

German companies recorded the highest average total cost of cyber
attacks in 2022

International:

15.255 €

Insurers report high loss ratios
>100%



DRAMATIC SLUMP IN THE ZILKENS FINEART
CYBER SELF-ASSESSMENT OF THE COMPANIES

Cyber readiness at German Cyber readiness at German
companies in 2021 companies in 2022
m Cyber beginners = Cyber advanced m Cyber experts m Cyber beginner = Cyber advanced m Cyber experts
3% 2% 1% 5%

I 2

37% . 36% 34% .

1-49 50-250 250 -999 1000+ 1-49 50 - 249 250 -999 1000 +
Employees Employees Employees Employees

Employees Employees = Employees Employees

Base: 5,181 professionals responsible for or involved in their organisation's cybersecurity strategy 6
Source: A study by Forrester Consulting on behalf of Hiscox, 2021/2022



MOST COMMON ENTRY POINT FOR HACKERS IS

ZILKENS

CORPORATE CLOUD SERVER

FINE ART

INSURANCE BROKER
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CYBER CRISIS SITUATION ‘ZlLKENS
WHAT ELSE CAN LEAD TO THIS?

Self-inflicted

» Erroneous sending of data/documents in a letter
 Losing a laptop, USB stick, smartphone, etc.
« Email is sent to the wrong recipient

« Documents with sensitive data end up in the recycle bin (physical)

Third-party fault

* Viruses, Trojans etc.
* Theft of computers

* Hacker attacks, possibly supported by criminal organisations

* Denial of service attacks



ZERO DAYS THE NEW THREAT OF A COLLECTIVE |£ILKENSIFINE ART
ATTACK ON MICROSOFT EXCHANGE

Claims handling
*  More than 45
claims within 48

Several professional hacker groups gain control

of the Microsoft Exchange e-mail server in an hours alone
« |IT forensic
automated wave of attacks. audit of those
affected
: * Instructions for
The damage: potentially 60,000 cleaning up the
affected installations in Germany. mected

Total amount of loss
Over € 1,000,000




Relaunches

THE DYNAMIC RISK SITUATION REQUIRES P LCENE L EINE ART
CONSTANT PRODUCT INNOVATIONS INSURANCE BROKER

Locky NotPetya Emotet REvil Maze Hafnium
Goldeneye WannaCry Ryuk Sodinokibi Clop DearCry

Zero Days

Targeted ransomware incl. leak

Mass ransomware

Damage driver

Credit card fraud
2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021
Data Risks by Hiscox Cyber Risk Management by Hiscox Hiscox CyberClear

02/2011 06/2014 05/2015 09/2017 01/2018 03/2019 10/2020
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ZERO DAYS THE NEW THREAT OF A COLLECTIVE |£ILKENS FINE ART
ATTACK ON MICROSOFT EXCHANGE

INSURANCE BROKER

6 March

BSI: Anyone who
has not installed
the updates must
consider themselves
hacked.

12. March 17. March
BSI calls BSI reports
alert level 600 active
"red" off crypto
miners

27 Jan
First
verifiable
attacks
1 1 |
| 1 T
5Jan 2021 3 March 2021 10 March 2021 18 March 2021 13. April
Message . HiSolutions publishes HiSolutions discovers
to Warning message

and updates from Self-help guide

Microsoft microsoft

traces of new Attack
variants 1



SUPPLY CHAIN ATTACKS ZLLKEN S ELINE 28T
ATTACK ON SERVICE PROVIDER "KASEYA"

Attack onpatch and
vulnerability
management tool

60 customers directly
Affected = 1,500

downstream
customers

Ransom demand
EUR 70 million
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THE ART MARKET IS NOT SPARED

» Boared Ape - Theft from Wallet

» Fake accounting - falsification of bank details on invoices
» Theft of cryptocurrency from crypto trader Wintermute

» Theft of customer data - violation of the BDSG?

« Fake mails from your own e-mail address (captured mail)

13



PROCESS OF A TYPICAL ZILKENS
RANSOMEWARE CLAIM

FINE ART

INSURANCE BROKER

Fri 09:39
Blackmail mail Mon 07:02 Industry

appears on media take up the lue 01 :23. pm ZS:c\)IIZ?wkgaltzt?sr
the PC, 48h case IT forensics found on the

d eadl’irF confirms outflow of dark web
patient data

Sat 13:12
hacker reports
via Twitter

- Click on the link? Silence or Notification of Claims f
- Who is the sender? crisis Official those affected q S 0,;
- What motif is there? communicat procedure? ? amages
- Who can help me? ion?

Switch on
Crisis service provider

& IT forensic experts of PR protection
consultant lawyers

EUR 55,000 EUR 20,000 EUR 30,000 EUR 80,000 EUR 100,000

Involvement Data Information . Defe’.“?e &
& call centre indemnification
Costs of claims




THE BASIC FRAMEWORK OF CYBER INSURANCE Z/LKENS | FINE ART

Risk transfer Assistance

Insurance Prevention Immediate

15



WHAT SHOULD A CYBER COVER INCLUDE? |ZILKENS FINE ART

INSURANCE BROKER

Insurance cover:
Comprehensive services

‘.
as a preventive measure, in the middle of the crisis, during claims settlement and in the subsequent safety analysis (
-

Cyber own damage insurance:

» Support from IT crisis experts, PR
consultants, data protection lawyers

» Restoration of the IT system and the
data

* Notification of those affected

Cyber liability insurance:

* Protection against third-party claims
in connection with cyber damage

* Insurer as the policyholder's
lawyer:
- Examination of the liability of the
policyholder
- Defence against unauthorised/
Satisfaction of justified claims

Cyber business interruption:

* Assumption of lost operating
profit and ongoing fixed costs
in the event of interruption of
business operations by the
Failure of IT systems as a result of a
cyber incident

Services

1. Immediate help in an emergency
2. Cyber training

3. Cyber crisis plan

16




WHAT YOU SHOULD PAY ATTENTION TO ZILKENS FINE ART
MARKET COMPARISON

(-

17

Exclusions (e.g. wilful intent, outdated technology, non-targeted
Attack, trade secrets)

Obligations (e.g. state of the art, emergency plan)

Limited intrinsic damage components

l Sublimits (e.g. for forensics or information costs)
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THANK YOU FOR YOUR ATTENTION

ZILKENS FINE ART INSURANCE BROKER GMBH
EUPENER STREET 74 - 50933 COLOGNE

TEL +49 221 800 684 20
FAX +49 221 800 684 21

INFO@ZILKENSFINEART.COM
WWW.ZILKENSFINEART.COM
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